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The API Security Environment

° Existing application
security solutions not
. built for APIs

By 2024, API abuses
and related data
breaches will nearly

double.:

31%

of web traffic

is APls *

L]
® . o * 1Gartner: Top 10 Things Software Engineering Leaders Need to Know About APIs
2 Akamai threat researchers have identified that 31% of all traffic protected by Akamai

is API traffic
"\ L]
Akamai
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What is your APl landscape?
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APl Abuse Can Happen Beyond WAAP
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Real world examples : Uber: Account Takeover

* How I could Have hacked your Uber Account (Anand Prakash, 2019)
* Anand got from a phone number/email address to full account takeover
* The vulnerabilities were quickly fixed by Uber

(1) POST /addDriver

v

(1) Error message with UUID

A

(2) POST /getConsentScreenDetails

v

(2) PIl and access token

A

(A
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Real world examples : Uber: Account Takeover

POST /p3/fleet-manager/_rpc?rpc=addDriverV2 HTTP/1.1

Host: partners.uber.c
{"nat 1onalPhoneNuwer21 “99999xxxxx" I"count ryCode”:"1"} (1)

POST /marketplace/_rpc?rpc=getConsentScreenDetails HTTP/1.1
Host: bonjour.uber.com

Connection: close

Content-Length: 67

Accept: application/json

Origin: https://bon

x-csrf-token: xxxx

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_14_3)

Response:

Bxx5e-xxxxx-b@la-xxxx| not found”}

l{_am_"m_"iata :{"code”:1009, "message”: "DriverE
}

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/73.0.3683.103
Safari/537.36 (2)
DNT: 1

Content-Type: application/json

Accept-Encoding: qzip, deflate

Accept-Language: en-US,en;q=0.9

Cookie: xxxxx

{"language”: "en", "userlUuid”: "xxxx-776—4xxxx1bd-861a-837xxx604ce" }
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Real world examples : Uber: Account Takeover

API3:2019 — Excessive data exposure
| )ownsp
- The APIs exposed much more data than required to operate

The server responds with excessive data

Name: Foo Bar — e
Card Number: | omm— “CVV437, D E
JOOH-XXKK-XXXX-9876 b
R = ¢ > T——T—
e B 3
— o 3
Gateway Payments API Server

(/\‘
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Real world examples : Uber: Account Takeover

API1:2019 — Broken Object Q
Level Authorization [ —
- Users can access m
resources thatarenot | ™ 17w

owned by them

‘——>
LGET/ac mmmmmmmmmmmmmmmmmm
@owase x]
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Real world examples : Scoolio: Data Exposure

* Scoolio — German student app
» APl exposed PIl and more for any user in the paltform

(1) GET /apilv3/Explorer

v

(1) Profile IDs

(2) GET /api/v2/Profile/{ProfileID} S C @ O I I O

(2) PIl (email,DOB, GPS location)

A

v

A

(/-\*
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Real world examples : Scoolio Vulnerability

« API1:2019 — Broken object level
authorization

Once again, Pll of usersiis
exposed to any user
« UUID is a good practice because it D | I I H S p
is hard to guess o

ID is even easier to exploit by a
simple iteration

* In this case, the UUID was obtained
through another endpoint

(/-\*
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Real world examples : Scoolio Vulnerability

. API19:2019 - Improper Assets
Management

. Old APl version exposing
more Pl still accessible

Also indicates an excessive
data exposure of the old API

(/\*
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Real world examples : Scoolio Vulnerability

/api/v3/Profile/{ProfilelD} /api/v2/Profile/{ProfilelD}
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Real world examples : Coinbase

coinbase

@ Q

Do
(]
(]

Home / Finance / Blockchain

Coinbase pays out largest bug bounty
ever for trading interface flaw

The researcher who discovered the issue was paid $250,000.

Tree of Alpha @Tree_of Alpha - Feb 19 .
| just used 0.0243 ETH to sell 0.0243 BTC on the BTC-USD pair, a pair | do
not have access to, without holding any BTC.

Hoping this is a Ul bug, | check the fills on the order, and they match the
API: those trades really happened, on the live order book.
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What happened:

User scraped API calls from web UI

Identified 4 key parameters for any
Coinbase transaction

Manipulated the parameters via API
calls

Sold crypto they DID NOT own

OWASP API #1

Broken Object Level
Authorization

G



Real world examples : Coinbase

coinbase

v Request Payload view source

¥ {client_order_id: "274fce73-edd3-4fc5-b2a3-86290cd70698", product_id: "ETH-EUR", side: “SELL",..}
274fce73
: {limitLimitGtc: {baseSize: "0.02433012", limitPrice: "3000", postOnly: false}}
{baseSize: "0.02433012", limitPrice: "3000", postOnly: false}

BIC-USD  Limit Sell $43,597.24 0.02433012 BTC 100.00% $1,060.73
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Real world examples : Coinbase

coinbase

Root Cause

The underlying cause of the bug was a missing logic validation check in a Retail Brokerage
APl endpoint, which allowed a user to submit trades to a specific order book using a mis-

matched source account. This APl is only utilized by our Retail Advanced Trading platform,
which is currently in limited beta release.

success: 5
failure_reason:
order_id: s
error_response: {

error:

message:

new_order_failure_reas
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Real world examples : Venmo

The V
O! w7 E] R-l Tﬂ Yb U/
A S G

+ Z v

ssse Vonmo

\

4:31PM

=[c W 2

Brad B paid Max A
3

Like Comment

Jennifer M paid Giorgiani M
Michaels!

Ashley H paid Andreas J
Study habits

Like ( nent

Jennifer L paid Ruffa T
Amf @

Like
Sonya K paid Erin H
0

Like

Linda M paid Scott M
Maddie's fundraiser

81% B+ |

or
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= | Preserve log Disable cache

| Hide data URLs All

X Headers Preview Response Cookies Timing

JS CSS

—| Offline No throttling v

Img Media Font

Doc WS Manifest Other

¥ {paging: {next: "https://venmo.com/api/v5/public?until=1477360149",.},.}

» 0: {payment_id:

288477882,

permalink:

"/story/580ebal723e064eac@d48825",

via:

via: ""
» 1: {payment_id: 288477883, permalink: "/story/58@ebal723e@64eac@d48828", via: ""
» 2: {payment_id: 288477887, permalink: "/story/58@ebal723e@64eac@d48834", via: ""
v 3: {payment_id: 288477891, permalink: "/story/58@ebalB823e@64eac@d4883b", via: ""

, action_links: {},.},.]

, action_links: {},..}

, action_links: }
, action_links: {},..}
, action_links: }

{4,

{4,

action_links: {}

» actor: {username: "Olivia-Topolski", picture: "https://s3.amazonaws.com/venmo/no—image.gif",..}

audience: "public"

comments: []

created_time: "2016-10-25T@1:49:112"
» likes: {count: @, data: []}

mentions: []

message: "YAY!!"

payment_id: 288477891

permalink: "/story/580ebalB23e@64eac@d4883b"

story_id: "580ebalB23e064eac0d4883b"
» transactions: [{,..}]

type: "payment"

updated_time: "2016-10-25T01:49:11Z"

via:

» 4: {payment_id: 28847789@, permalink: "/story/588ebalB23e@64eac@d4883c", via: "",
» 5: {payment_id: 288477870, permalink: "/story/588ebal623e@64eac@d487f5", via: "",
» 6: {payment_id: 288477871, permalink: "/story/58@ebal623e@64eac@d487f8", via: "",
» 7+ {naumant id: 2RRATIRT? narmalink: "/ctnru/GRAsha1R2A8ARLAAFAAARTFAN  wia- "0

action_links:
action_links:
action_links:

artinn linke-

{4,
{4,
{3

e o o



Real world examples : Venmo

https://venmo.com/api/v5/public?since=14769216

00&until=1476921660&limit=1000000

Researches found there was 2 other undocumented
guery params since and limit that can be added to

scrape much more data
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payment_id: 2038598177,
permalink: "/story/5¢f5379¢7addfb4bc7a43016",
via: ",
action_links: { },
transactions: [
{
target: {
username: "Lindsay-Pelley",
picture: "https://s3.amazonaws.com/venmo/no-image.gif",
is_business: false,
name: "Lindsay Pelley",
firstname: "Lindsay",
lastname: "Pelley”,
cancelled: false,
date_created: "2016-10-05T15:29:07",
external_id: "2054482061950976570",
id: "14515489"
}
}

1,
story_id: "5cf5379¢7addfb4bc7a43016",
comments: [ ],
updated_time: "2019-06-03T15:07:10Z",
audience: "public",
actor:  {

username: "r_pelley",

picture: "https://venmopics.appspot.com/u/v1/m/82¢7cc5a-fab2-4764-bd4f-f26e637dalbe",

is_business: false,

name: "robert pelley",

firstname: "robert",

lastname: "pelley",

cancelled: false,

date_created: "2017-01-18T14:16:36",
external_id: "2130547014893568807",
id: "17515985"

b
created_time: "2019-06-03T15:07:102",
mentions: [ ],
message: " 5",
type: "payment”,
likes: {
count: 0,
data: [ ]

(Akamai


https://venmo.com/api/v5/public?since=1476921600&until=1476921660&limit=1000000
https://venmo.com/api/v5/public?since=1476921600&until=1476921660&limit=1000000

API Security Problems

Steps to Maturing Your Security Posture

Shadow APIs

Discover your complete API
footprint - including rogue, legacy,
admin, zombie, etc.

Today’s Focus

Vulnerable APIs

Prevent OWASP Top 10
vulnerabilities and misconfigurations
from hitting production.

API Abuse
e
Stop business logic abuse such as

data scraping or data exfiltration
using behavioral analytics.

Tomorrow’s Focus
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Reinventing API Security

Al-Driven | 100% SaaS Platform | Data rich | API Detection and Response
Shadow APls Vulnerable APls API Abuse

Continuous API Risk Audit & Behavioral Alerts
Discovery Posture Alerts Detection & Response

Visibility & Investigations & Threat Hunting

(/\*
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Why you need API Security?

WAAP APl GATEWAY API Security
Focused on External Threats. Focused on gateway functions. Focused on all API traffic.

B2C only. AuthN | AuthZ | Rate limiting B2C & B2B | North-South | East-West
Detection: Signatures & ML Detection: None Detection: Behavioral Analytics

API ACTIVITY DATA LAKE .
API Security Problems

¢ Discovery of APIs in
any environment

¢ Determine risk posture

DDOS
[5AD BOT (OWASP API Top 10)
. . * Understanding API user
[, e vl behavior
Eestivest * Detect APl abuse
¢ Perform Investigations and

Web Server S NG threat hunting

East-West

Partner traffic on authentication APIs

Any API traffic that bypasses API gateway - (Whitelisted)

API Server 4

(A
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API Security Differentiators

YOUR THREAT
ShadOWHunt @ HUNTING TEAM

MANAGED THREAT
HUNTING

True behavioral analytics

only possible with data

DETECTION THREAT HUNT Investigation,
threat hunting
and managed

services only

1 1
I |
BEHAVIORAL : INVESTIGATE & :
1 1

DATA LAKE

possible on top
of the data

Unique XDR-style SaaS

platform, retains all the NEOGRAPH API
data for analytics
Response & T

API activity data prevention

(/\*
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